Email safety tips

Print
Email is a wonderful tool for sending and receiving a lot of information quickly and securely.
However, it’s important that your personal information remains secure and safe and that you
aren’t open to viruses or hackers.
Here are some safety tips when using email:
Change your password regularly and keep it in a safe place.
Don’t share your password with anyone.
Don’t open attachments from anyone you don’t know.
Log out or sign off from your account when you’ve finished looking at/sending your email.
Don’t reply to spam or forward chain emails.
Keep your personal information personal – don’t share bank or credit card information by
email.
Your bank will not discuss your private financial situation by email. If you receive any
correspondence that claims to come from your bank, telephone your branch to verify it
and discuss the matter over the telephone instead.
Make sure that you have antivirus software installed and keep it up to date.
Look out for malicious emails (they may look like they have come from a financial
institution, an e-commerce site, a government agency or any other service or business)
Enable filters on your email programs and report spam
Pay attention to the website's URL
Read this useful guide from Mimecast about using emails safely at work.
This guide was last updated on 12th June 2019.

Next steps
How to delete an email
How to stay safe online

How to stay safe on Facebook
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Free how-to guides for your website
Why not add our award-winning and extensive range of digital skills guides to your website?

Find out more

Remote Digital Championing!
Guides covering some tips and techniques for providing remote support to learners, an
increasingly important service in times of social isolation.

Find out more

Start a Digital Champion movement!
Could your workplace do with developing its digital skills? With funded membership
opportunities currently available, now is the perfect time for organisations to join our
Digital Champions Network.
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Subscribe to our newsletter
Join our mailing list to receive the latest news, offers and expert insights from our team.
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